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DETAILED ACTION 

1 . Claims 1 -1 5 and 21-26 are pending in this office action, claims 1 6-20 are 
withdrawn in response to the restriction requirement of February 15, 2008. 

Specification 

2. The disclosure is objected to because of the following informalities: paragraph 
0008 needs to be updated to reflect that application number 10/243,489 has matured 
into patent number 7,359,966. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-15 and 21-26 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Vaidya (U.S. Patent No. 6,279,113) in view of Borer (U.S. Patent No. 
6,057,892). 

Regarding claims 1 and 21 , Vaidva teaches a method/computer program of 
reducing spread of data on a network, comprising: 
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• For each pair of sending node and receiving node, marking transmissions of data 
packets for said pair as marked transmissions when said spectral analysis 
indicates peak frequencies associated with said marked transmissions are 
different from peak frequencies associated with others of said transmissions for 
said pair over a window of a predetermined number of said time periods (col. 7, 
lines 12-24, col. 8, lines 1-15 and 40-56, col. 9, lines 3-20 and col. 11, lines 16- 
32); 

• Marking transmissions of data packets as interruptible transmissions when 
marked transmissions from pairs having at least one of a common sending node 
and a common receiving node and within a specified number of said windows 
have corresponding frequencies (fig. 4, 8, 9 and 12, col. 8, lines 16-39); 

• Estimating timing and length information for future data packets corresponding to 
said interruptible transmissions (col. 8, lines 16-39, "a predetermined time 
interval"); and 

• Interrupting traffic of said future data packets based on said estimating (col. 10, 
lines 3-16 and col. 12, lines 11-42). 

Vaidva does not teach obtaining a spectral analysis of times of arrival of data 
packets at receiving nodes of said network from sending nodes of said network over 
predetermined time periods. 
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Borer teaches obtaining a spectral analysis of times of arrival of data packets at 
receiving nodes of said network from sending nodes of said network over 
predetermined time periods (col. 7, line 56 through col. 8, line 4). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine obtaining a spectral analysis of the times of arrival of 
data packets, as taught by Borer , with the method of Vaidva . It would have been 
obvious for such modifications because spectral analysis separates a time series into 
cycles of different lengths; these lengths are easy to compare for purposes of 
determining spread of data over a network. 

Regarding claims 2, 7, 9, 14. and 22 . Vaidva as modified by Borer teaches 
wherein obtaining a spectral analysis comprises: 

• Tracking times of arrival data; transforming said times of arrival data into time- 
series; parsing said time-series into said windows (see col. 7, line 56 through col. 
8, line 4 of Borer); and 

• Obtaining Lomb periodograms for said windows (see col. 6, lines 1 -1 5 of Borer). 

Regarding claims 3, 10, 15, and 23 , Vaidva as modified by Borer teaches 
wherein estimating comprises applying a Hidden Markov Model technique for classifying 
said interruptible transmissions as belonging to one of a plurality of classes of 
transmissions having determinable characteristics (see col. 7, lines 32-58 of Vaidya). 
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Regarding claims 4, 13, and 24 , Vaidya as modified by Borer teaches wherein 
interrupting comprises randomly removing data packets (see col. 2, lines 38-57 of 
Borer). 

Regarding claims 5 and 25 , Vaidya as modified by Borer teaches comprising: 

• Interrupting for a specified time; and determining, after said specified time, if a 
further spectral analysis of times of arrival of data packets since beginning said 
interrupting indicates said peak frequencies associated with said marked 
transmissions (see fig. 9 of Vaidya). 

Regarding claims 6 and 26 , Vaidya as modified by Borer teaches comprising 
returning to estimating based on said further spectral analysis when said further spectral 
analysis indicates said peak frequencies associated with said marked transmissions 
(see fig. 9 of Vaidya). 

Regarding claim 8 , Vaidya teaches a method of reducing spread of data on a 
network, comprising: 

• Comparing peak frequencies in successive ones of said periodograms for said 
sender node to determine of one of said periodograms includes a peak above a 
threshold at a frequency different from said peak frequencies in a preceding one 
of said periodograms (col. 7, lines 12-24, col. 8, lines 1-15 and 40-56, col. 9, lines 
3-20 and col. 11, lines 16-32); 
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• Determining if at least one peak above said threshold at said frequency occurs in 
one of a predetermined number of previous periodograms for said sender node 
(fig- 12); 

• Determining if said at least one peak at said frequency occurs in at least one of a 
specified number of periodograms obtained at said receiver node for other 
sender nodes of said network (fig. 12); 

• Estimating timing and length information for future data packets corresponding to 
said frequency when said at least one peak at said frequency does not occur in 
one of said predetermined number of previous periodograms for said sender 
node and when said at least one peak at said frequency occurs in at least one of 
said specified number of periodograms obtained at said receiver node for other 
sender nodes of said network (col. 8, lines 16-39, "a predetermined time 
interval"); and 

• Interrupting traffic of said future data packets corresponding to said frequency 
based on said estimating (col. 10, lines 3-16 and col. 12, lines 11-42). 

Vaidva does not teach obtaining, at a receiver node of said network, 
periodograms based on times of arrival of data packets from a sender node of said 
network. 
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Borer teaches obtaining, at a receiver node of said network, periodograms based 
on times of arrival of data packets from a sender node of said network (col. 6, lines 1- 
36). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine obtaining periodograms based on times of arrival, as 
taught by Borer , with the method of Vaidva . It would have been obvious for such 
modifications because periodograms give a density of the spectral analysis, which 
separates a time series into cycles of different lengths; these lengths are easy to 
compare for purposes of determining spread of data over a network. 

Regarding claim 11 , Vaidva as modified by Borer teaches wherein interrupting 
comprises: randomly removing data packets for a specified time; determining, after said 
specified time, if said at least one peak at said frequency occurs in at least one 
additional periodogram based on times of arrival of data packets since beginning said 
interrupting; and returning to estimating based on including said additional 
periodograms with said specified number of periodograms when said at least one peak 
frequency occurs in said at least one additional periodogram (see col. 2, lines 38-57 of 
Borer and fig. 9 of Vaidya). 



Regarding claim 12 , Vaidva teaches a method of reducing spread of data on a 
network, comprising: 
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• Comparing successive periodograms for said sender node to determine when at 
least one new peak above a threshold is present in one of said periodograms 
(col. 7, lines 12-24, col. 8, lines 1-15 and 40-56, col. 9, lines 3-20 and col. 11, 
lines 16-32); 

• Determining if said at least one new peak occurs in one of a predetermined 
number of previous periodograms for said sender node (fig. 12); 

• Determining if said at least one new peak occurs in at least one of a specified 
number of periodograms obtained at said router node for other sender nodes of 
said network (fig. 12); 

• Estimating timing and length information for future data packets corresponding to 
said at least one new peak when said at least one new peak does not occur in 
one of a predetermined number of previous periodograms for said sender node 
and when said at least one new peak occurs in at least one of said specified 
number of periodograms obtained at said router node for other sender nodes of 
said network (col. 8, lines 16-39, "a predetermined time interval"); and 

• Interrupting traffic of said data packets corresponding to said at least one new 
peak based on said estimating (col. 10, lines 3-16 and col. 12, lines 11-42). 

Vaidva does not teach obtaining, at a router node of said network, periodograms 
based on times of arrival of data packets from a sender node of said network. 
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Borer teaches obtaining, at a router node of said network, periodograms based 
on times of arrival of data packets from a sender node of said network (col. 6, lines 1- 
36). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine obtaining periodograms based on times of arrival, as 
taught by Borer , with the method of Vaidva . It would have been obvious for such 
modifications because periodograms give a density of the spectral analysis, which 
separates a time series into cycles of different lengths; these lengths are easy to 
compare for purposes of determining spread of data over a network. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRANDON S. HOFFMAN whose telephone number is 
(571)272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Brandon S Hoffman/ 

Primary Examiner, Art Unit 2136 



